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Identity theft is a big problem with hidden victims. 
Identity theft is a multi-billion dollar problem in the United States.1 In 2021, nearly 24 million 
people were victims of identity theft, and it was the single most common complaint in the 
Federal Trade Commission’s (FTC) law enforcement database.2 While people may assume that 
identity theft victims are wealthy, identity theft harms people across the economic spectrum. A 
U.S. Department of Justice (DOJ) survey shows that more than one-third of identity theft victims 
earn less than the national median income.3 Furthermore, federal agencies and consumer 
complaints suggest another surprising fact: identity theft is a major problem for incarcerated 
people.4 

What is identity theft? 

The DOJ defines identity theft as the: 

■​ unauthorized use or attempted use of an existing account; 

■​ unauthorized use or attempted use of personal information to open a new account; or 

■​ misuse of personal information for a fraudulent purpose.5 

Identity theft most often involves credit cards, followed by bank accounts and email or social 
media.6 Identity thieves may also open utility accounts or take out student loans in someone 
else’s name. In 2021 alone, identity theft cost consumers at least $16 billion. But it also cost 
victims untold hours of lost time resolving the consequences, as well as emotional distress.7 

How do incarcerated people become identity theft victims? 

Nearly two million people are currently incarcerated in the United States.8 According to the IRS, 
incarcerated people are “frequently” victims of identity theft.9 Federal Student Aid has similarly 
reported that “[u]sing the identities of incarcerated people to steal federal financial aid money is 
a well-documented scam . . . .”10 

People in jail or prison are particularly vulnerable to identity theft for a number of reasons. 
People who had “thin” credit files11 when they were arrested or who have been incarcerated for 
a long time may be targeted because they have no record of bad debt. As a result, their Social 
Security numbers can be used to open new accounts.12 

In addition, for multiple reasons, including lack of taxable income and limited access to financial 
records, incarcerated people are unlikely to file tax returns. This leaves them exposed to fraud 
by someone on the outside who has access to their Social Security number and uses it to file a 
false return to claim an unmerited tax refund.13 

Incarcerated people are also at risk of identity theft because of how walled off they are from the 
free world. They have restricted access to telephones, video calls, mail, and electronic 
messaging, and typically are not allowed to access the internet (or, if they are, they typically 
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may only visit a small number of white-listed webpages).14 Communications can also be 
prohibitively expensive.15 

These access and cost limitations not only make incarcerated people more vulnerable to identity 
theft in the first instance, but also make them less likely to discover and address it. Incarcerated 
people have limited ability to monitor their credit reports and dispute incorrect information,16 they 
may not receive text or emailed fraud alerts or other communications that could put them on 
notice of unauthorized account opening or usage, and they are less likely to notice anyone 
misusing their name or Social Security number. According to the DOJ, 27% of identity theft 
victims discovered the theft only when a financial institution called them.17 Incarcerated people 
cannot get such a warning.  

Even if an incarcerated person is able to timely discover that they have been the victim of 
identity theft, they face significant barriers to rectifying the problem. The Consumer Financial 
Protection Bureau (CFPB) recommends a number of steps for identity theft victims to take,18 but 
some are impractical or potentially impossible for people who are incarcerated. Barriers to 
self-help for incarcerated victims can include: 

■​ inability to access information explaining how to address identity theft; 

■​ inability to access the documents and other resources needed to dispute fraudulent 
information on their consumer report; 

■​ limited ability to contact and communicate with credit reporting agencies to dispute 
inaccurate information and to request a credit freeze;  

■​ difficulty filing a report on IdentityTheft.gov; and 

■​ difficulty filing a police report, depending on the type and location of the correctional 
facility. 

 

Another complicating factor is that sometimes 
the person committing identity theft is 
someone with access to the victim’s personal 
documents, such as a relative, friend, or 
former roommate. Cases of identity theft 
sometimes start as “identity sharing,” before or 
during incarceration. Identity sharing involves 
the authorized use of another person’s identity 
information “to manage different forms of 
debt.”19 People may enter into these types of 
arrangements to open a utility account, register 
vehicles, or open bank accounts, for 
example.20 While these arrangements begin 
with authorization, they may transition to abuse 
after the individual providing the identity is 
incarcerated and the other person continues to 
use shared information to open new, 
unauthorized accounts or fails to pay the 
balance due on an authorized debt. 
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Some time after Stacy was admitted to 
prison in 2017, someone used her 
name to open an electric and gas utility 
account. When Stacy came home, she 
needed an account from the same 
company for her new apartment. But 
the other person had run-up a large 
arrearage and the utility company 
wouldn't let Stacy open an account 
until it was paid. Stacy explained that 
the account was the result of identity 
theft. The utility company contacted the 
person who opened the account, and 
they falsely claimed Stacy had 
authorized use of her name. The utility 
rejected Stacy's claim of ID theft, so 
she ultimately had to pay someone 
else's arrearage to get utilities 
established in her new apartment. 

Interview on file with NCLC (June 3, 2024) 



In some instances, correctional facility 
employees have abused their access to 
confidential records to steal incarcerated 
people’s identities.21 

The consequences of identity theft 
targeting people who are incarcerated 
harm the victim and society. 

When people leave incarceration, the 
consequences of identity theft become yet 
another barrier to successful reentry. People 
leaving incarceration are already 
extraordinarily economically disadvantaged.22 
Those grappling with identity theft can face the 
additional burden of bad credit or being 
saddled with someone else’s debts, either of 
which can make it even harder and more 
expensive to secure housing, get a job, 
establish utility accounts, get a cell phone, 
open a bank account, or establish other forms 
of credit.23 Increased barriers to securing these 
necessities of life on the outside, in turn, 
further hinder successful reintegration and 
increase the risk of recidivism.24 

 

Recommendations 
Federal agencies and state correctional facilities should take action to help incarcerated people 
prevent and address identity theft. Public and private agencies assisting with reentry should 
help clients review their credit reports for signs of identity theft and help address the 
consequences. 

The Federal Trade Commission (FTC), Consumer Financial Protection Bureau 
(CFPB), the Department of Justice (DOJ), and the Department of Education (ED) 

The FTC and CFPB should do more outreach to ensure that incarcerated people know how to 
avoid identity theft and what to do if it happens to them. These efforts should include: 

■​ Working with federal and state correctional agencies, as well as with the private 
companies that provide electronic tablets in correctional facilities, to ensure that 
webpages with information about identity theft and credit freezes are accessible to 
incarcerated people. Such webpages include: 

–​ The CFPB Guide, What do I do if I’ve been a victim of identity theft? 

–​ The FTC’s comprehensive resource on identity theft, and  

–​ USA.gov’s How to place or lift a security freeze on your credit report. 
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Mrs. S. was released from prison about 
five years ago, but an identity thief is 
still using her name to open new utility 
accounts. The thief also rented an 
apartment in another state using her 
name. She believes they originally 
targeted her when newspapers 
reported her arrest. The utility told her 
to file a police report, but she is on 
probation and is afraid to enter a police 
station. She finally found an officer who 
would take her report by phone. Mrs. 
S. suspects that the fraudulent 
accounts are the reason her credit card 
applications were denied. She wishes 
she had known about the risk of 
identity theft and the option to freeze 
her credit at the time she was 
incarcerated. 

Interview on file with NCLC (Nov. 15, 2024) 

https://www.consumerfinance.gov/ask-cfpb/what-do-i-do-if-i-think-i-have-been-a-victim-of-identity-theft-en-31/
https://www.identitytheft.gov/Steps
https://www.usa.gov/credit-freeze


■​ Ensuring that incarcerated people can effectively report identity theft through the 
mail—the only method available for most incarcerated people. To do so, the FTC should: 

–​ Create an easy-to-use, paper complaint form that requests all necessary 
information; make it available on the FTC’s website and on request; and create 
an internal process for accepting, reviewing, and confirming receipt of 
complaints. To ensure that the agency can communicate with the person 
reporting identity theft and for data collection purposes, the form should indicate 
whether and where the person is incarcerated. 

■​ Working with correctional facilities to reduce barriers to reporting consumer abuses such 
as identity theft, as detailed in the National Consumer Law Center’s issue brief, Captive 
Concerns: Incarcerated People Face Obstacles to Reporting Consumer Abuses. 

■​ Placing educational “advertisements” about identity theft in publications that incarcerated 
people and their families read. 

The FTC, CFPB, ED, and DOJ should collect and publish comprehensive data about instances 
of identity theft experienced by justice-involved people. For example: 

■​ The DOJ’s Bureau of Justice Statistics should add questions regarding incarceration to 
its bi-annual Identity Theft Supplement to the National Crime Victimization Survey.  

■​ The Department of Education should report the number of identity theft complaints 
involving student loans that are filed by justice-involved people.  

Correctional Facilities 

Correctional facilities should:  

■​ During the intake process and annually thereafter, advise incarcerated people about 
their right to request a credit freeze in order to prevent anyone from opening new credit 
accounts in their name without permission.25 

■​ Provide access to the resources needed to request a credit freeze and assist those who 
need help doing so.  

■​ Make educational information about identity theft and self-help materials available in the 
prison library. 

■​ Ensure that incarcerated people are able to securely save the PIN that credit reporting 
agencies typically provide in response to freeze requests. 

■​ Assist incarcerated people in regularly monitoring their credit reports and financial 
accounts. This should include: 

–​ Allowing incarcerated people to access relevant websites, such as 
www.AnnualCreditReport.com (where people can request free credit reports from 
the Big Three credit bureaus). 

–​ Ensuring that trained counselors are familiar with the steps necessary to rectify 
identity theft and available to help. 

–​ Incorporating a credit report review into the reentry counseling process.   

■​ Protect any personally identifying information in their systems, including by limiting the 
number of employees who have access to such information. Facilities should also take 
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https://www.nclc.org/wp-content/uploads/2024/07/FINAL_Captive-Concerns-Issue-Brief.pdf
https://www.nclc.org/wp-content/uploads/2024/07/FINAL_Captive-Concerns-Issue-Brief.pdf
https://bjs.ojp.gov/data-collection/identity-theft-supplement-its
http://www.annualcreditreport.com


action against employees who abuse their positions to steal incarcerated people’s 
identities. 

For more information, contact National Consumer Law Center attorneys Andrew Pizor 
(apizor@nclc.org) and Ariel Nelson (anelson@nclc.org). 

The authors thank Zachary Ruppel of JustLeadershipUSA and members of the JustUS 
Coordinating Council for providing feedback on this issue brief and for working with us to ensure 
that the experiences of formerly incarcerated victims of identity theft were appropriately taken 
into account. We also thank Stacy and Mrs. S for speaking to us and for allowing us to share 
their stories. 
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